= Secure Cloud

Cloud Security Made Easy:
Controls and Compliance for the Win




Goals for Cloud Security Discussion
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What Developers Use in the Cloud
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What Security Understands in the Cloud
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STANDARD ENHANCED

Identity & Access Management Secure CI/CD: DevSecOps

Incident Response Security Big Data & Analytics

% Secure Cloud



Situational Awarenes

Asset management
Cryptography

System Acquisition
Incident management
Operations security
Communication security
Supplier relationships
Compliance

Access control

% Secure Cloud
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- Governance

Cloud Challenges For Enterprise

Security 72%

% Secure Cloud Source: RightScale - 2019 State of Cloud Report



Control Objectives

COBIT

PCI % NIST

CIS

% Secure Cloud
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Control Objectives

% Secure Cloud

ves to Technology Layers

Technology Layers
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Data

Identity

Application

Host/OS

Infrastructure

Virtualization

Physical

Governance, Risk, Compliance




Technology Layers to Cloud Controls Matrix
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Matrix

Customer Managed

Shared Management

Vendor Managed

Data
Identity
Application
Host/OS
Network
Virtual

Physical
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Security Architecture
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Security Architecture




- Availability: Resilient
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Caching
and Auto-Scaling Replication
Balancing

% Secure Cloud



Cloud Security Fram

MANAGEMENT GOVERNANCE
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Critical Security Controls Cybersecurity Framework

Control Objectives for
Information Technologies
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ecurity Framework

Cloud Controls Matrix _

Security Baselines _
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